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Abstract: To address the problems of incomplete privacy protection, high computational overhead, and excessive com-
munication overhead in the Internet of vehicles (IoV), a homomorphic encryption based privacy protection protocol for
point-of-interest (Pol) queries was proposed, which could simultaneously realize the vehicle identity, location, and con-
tent privacy protection as well as the privacy protection of point-of-interest data from location based service provider
(LBSP). Ring signature and K-anonymization techniques were employed in the proposed protocol to achieve privacy pro-
tection for vehicle identity and location, and an advanced encryption standard (AES) was utilized to encrypt the Pol of
the LBSP. The blind filtering function of query results was realized by homomorphic encryption two-party security opera-
tion, and the pseudo-random function was integrated to build a lightweight conditional query module. The real-or-
random (ROR) security model and two formal verification tools, ProVerif and Scyther, demonstrated that the proposed
protocol was secure against multiple security attacks such as identity forgery, location tracking, and session hijacking.
Experimental evaluation showed that it outperformed existing protocols in terms of overhead and delay. The proposed
protocol can effectively reduce the system cost while guaranteeing the multi-dimensional privacy security of vehicle
identity, location, query content and location service provider data information, which is highly suitable for resource-
constrained IoV environments.
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((x), (rf ) BATEE NV SR AR 0, FHTER
WHE OMHEZES o KIEZERSU,
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4.4 MoRTIE

RSU Y5 £ LBSP Jin % 1) Pol £ 5 E s (D7) Al
INERRZEF, (1), <o, i, ERRERD PolilK M
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Z, =pDecl(Z,A")

ok,

Z,,[b],, =Enc(b,pk,)

(x—x,)’ —a(a—b) =pDec2(Z,Z,,A")
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AT R DR E S (x-x)-ala-b)=
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BlindFilter,LBSP3 Niagree ok erified o attacks.

o attacks.

RSU BlindFilter,RSU1 Weakagree ok erified o attacks.

BlindFilter,Ralive Alive ok erified o attacks.

erified o attacks.

No al

Noal
N
N

erified  No attacks.

N
N
N
N
N
BlindFilter,Ragree  Niagree ok N
N

Vi
Vi
Vi
Vi
BlindFilter,LBSP4 Nisynch Ok Verified
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